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February 7, 2008

EXECUTIVE SUMMARY

The CIPAC Metrics Workgroup for Water (the Workgroup) was convened by the Water Sector
Coordinating Council (SCC) and Government Coordinating Council (GCC) to develop a national
performance measurement system for the water sector and align the /4 Features of an Active and
Effective Security Program with the Water Sector Specific Plan (SSP) Goals and Objectives. The
Workgroup is composed of 18 members, including representatives of individual utilities,
drinking water and wastewater associations, and Federal and State government, selected by the
Water SCC and GCC. The Workgroup had four in-person meetings and a number of conference
calls over an eight month period, during which they reached consensus on items contained in the
Interim Final Report (dated October 2007):

° 16 utility measures;

° Ultility reporting system approach;

° Intent for other actor measures; and

° Updated Features of an Active and Effective Protective Program for Water and

Wastewater Utilities.

At the issue of the Interim Final Report, the Workgroup had also reached agreement on a process
for further work on hazardous chemical security measurement; risk reduction outcome
measurement; and the development of text and reporting process for other actor measures
consistent with the “intent” for those measures in the Interim Final Report.

Over the past three months, through in person meetings and additional conference calls, the
Workgroup has also reached consensus on the following items, contained in this Final Report:

] Hazardous chemical security measures;

° Risk reduction outcome measures;

° Utility reporting baseline date and frequency;

] Utility reporting implementation approach;

° Other actor measures for states, associations, and federal agencies; and
° A reporting approach for other actor measures.
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INTRODUCTION

This final report transmits the consensus recommendations reached by the Critical Infrastructure
Partnership Advisory Council Metrics Workgroup for Water (Workgroup). All of the
recommendations contained within this report represent consensus of the Workgroup. This report
has been prepared with the assistance of Ross & Associates Environmental Consulting, Ltd.,
facilitators of the Workgroup process.

The CIPAC

The U.S. Critical Infrastructure Partnership Advisory Council (CIPAC) was established to
support implementation of the National Infrastructure Protection Plan (NIPP) and help
implement the sector partnership model set forth in the NIPP by coordinating Federal
infrastructure protection programs with programs and activities of the private sector and State,
local, territorial, and tribal governments. Members of the CIPAC include critical
infrastructure/key resources owners and operators and their designated trade or equivalent
organizations that are identified by members of Sector Coordinating Councils (SCC) and
representatives from Federal, State, local, and tribal government entities identified as members
of Government Coordinating Councils (GCC) for each sector.

Consistent with Section 201 of the Homeland Security Act of 2002, the Secretary of the

Department of Homeland Security (DHS) has exempted CIPAC and its workgroups from the
requirements of the Federal Advisory Committee Act.

Charter and Mission of the Metrics Workgroup

The CIPAC Metrics Workgroup was convened by the Water SCC and GCC to develop a national
performance measurement system for the water sector. The Workgroup was asked to focus on
the following objectives:

Objective 1: Develop a national performance measurement system. Specifically:

o Measures that align and support the goals and objectives of the Water Sector Specific
Plan (SSP);

o A system for tracking measures;

o A reporting structure; and

° Protocols for collection, retention, and protection of information/reports.
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Objective 2: Align the 14 Features of an Active and Effective Security Program with the Water
SSP goals and objectives. Specifically:

o Determine how the features support the goals and objectives of the Water SSP;

o Ensure that the features explicitly and adequately address the concepts of response,
recovery, and all hazards; and

o Streamline and combine features as appropriate.

Attachment 1 contains the complete Workgroup charter.

Workgroup Composition

The Water SCC and GCC selected 18 Workgroup members including representatives of
individual utilities, drinking and wastewater trade associations, and Federal and State
government. Debbie Newberry (USEPA) representing the GCC and William Komianos
(American Water) representing the SCC co-chaired the Workgroup. Subject matter experts
assisted the Workgroup in their deliberations. Attachment 2 contains a roster of Workgroup
members and subject matter experts.

Assumptions and Consideration of Previous Efforts

The Workgroup operated under the following assumptions. For objective 1, development of a
national performance measurement system:

o Reporting of data will be voluntary;

o Data will be released to the public at the national level only in aggregate form (no utility-
specific, security-sensitive data will be made available to the public without a utility’s
express consent);

o Progress data submitted by individual utilities will be protected from public disclosure
(i.e., Freedom of Information Act or FOIA requests);

o Data will be submitted to EPA anonymously, either through a third party in aggregated
form, or failing that, directly to EPA;

o Decisions about national performance measures should be consistent with the Water SSP
vision, goals and objectives; and

o Workgroup efforts will be coordinated with the DHS NIPP core metrics development.
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For objective 2, alignment of the 14 Features with the Water SSP:
o The existing features should be optimized as much as possible;

o The features should reflect the SSP, which was not completed at the time the existing
features were drafted; and

o The SSP will not be re-written as part of the alignment effort.

The Workgroup used the following documents to start and as a basis for deliberations.
o The Water SSP, in particular the vision, goals and objectives;

o The National Drinking Water Advisory Council’s Water Security Working Group
recommendations on the /4 Features of an Active and Effective Security Program and
three aggregate measures of water sector performance; and

o The findings of the Measures Testing Group for National Aggregate Measures of Water
Security.

The Deliberative Process and Consensus

Workgroup members sought to develop consensus recommendations. “Consensus” is defined in
the Workgroup Charter as recommendations that all members can “live with.” The Workgroup
Operating Procedures and Ground Rules encouraged members to use interest-based negotiating
techniques to understand one another’s needs and interests and reach consensus. Attachment 3
contains the Workgroup’s Operating Procedures and Ground Rules.

The Workgroup had four in-person meetings, and a number of conference calls over an eight
month period, during which they reached consensus on items contained in the Interim Final
Report (dated October 2007):

° 16 utility measures;

° Ultility reporting system approach;

. Intent for other actor measures; and

° Updated Features of an Active and Effective Protective Program for Water and

Wastewater Utilities.

At the issue of the Interim Final Report, the Workgroup had also reached agreement on a process
for further work on hazardous chemical security measurement; risk reduction outcome
measurement; and the development of text and reporting process for other actor measures
consistent with the “intent” for those measures in the Interim Final Report.
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Over the past three months, the Workgroup has also reached consensus on the following items,
contained in this Final Report:

° Hazardous chemical security measures;

o Risk reduction outcome measures;

° Utility reporting baseline date and frequency;

° Utility reporting implementation approach;

° Other actor measures for states, associations, and federal agencies; and
] A reporting approach for other actor measures.
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UTILITY MEASURES

The CIPAC Metrics Workgroup recommends a suite of utility measures that includes the 16
utility measures that were previously presented to and approved by the Water SCC/GCC (with a
few minor text edits to improve clarity), as well as measures of risk reduction outcomes and
security of hazardous chemicals. Attachment 4 contains the full set of recommended measures.

Recommended Utility Measures and Implementation Approach

Coupled with the proposed measures, and critical to the Workgroup’s consensus support for the
full suite of measures, is a recommendation for how best to proceed forward with water sector
metrics implementation. The recommendation prescribes focusing 2008 data collection on a
subset of “core” metrics, with the remaining measures proposed for utility self-assessment
purposes. Self-assessment measures will be available for utility internal use and will not be
connected to national reporting.

2008 Data Collection Measures

The core measures for 2008 data collection would include:

o all of the 16 previously Council-approved, activity-based measures (U measures);
. three (of the 15 total) risk reduction outcome measures (R measures); and
. the hazardous chemicals measures.

Self-Assessment Measures

The remaining 12 risk reduction outcome measures would form the basis for an optional, self-
assessment tool for utilities and would reside as a clearly separate part of the national reporting
system. The self-assessment questions would be intended to help utilities gauge progress and
improvements that would likely result from implementation of the activities associated with the
core measures. The reporting system, by explicit design, will not support submission of self-
assessment information.

The Workgroup further believes the self-assessment tool should, at minimum, reference the “Ten
Features of An Active and Effective Protective Program.” A primary purpose of the Features, as
refined during this Workgroup process, is to provide utility managers with a basic guide to
improved security and overall resiliency. The reporting tool and the associated self-assessment
represent an opportunity to raise awareness about and encourage the use of the Features.
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Finally, the Workgroup recommends that the self-assessment include a few basic questions
exploring respondent opinions regarding the utility of self-assessment information and the
potential burden associated with responding to these types of questions. This information can
help inform future national reporting efforts.

Workgroup deliberations indicated that the self-assessment holds the potential to create an
opportunity to improve small system efforts. Small systems, however, may be best served by
drawing upon existing and well-understood small systems tools and/or development of additional
tools. The Workgroup anticipates that key actors in the water sector will continue dialogue
beyond and outside of the CIPAC Workgroup to decide on the appropriate scope and investment
in self-assessment support for small systems, beyond the limited effort associated with the
national reporting tool.

Approach Rationale

The Workgroup believes this proposal addresses a variety of needs reflected in the Workgroup
deliberations. First, utilizing a core set of metrics will address concerns about redundancy and
reporting burden by focusing reporting on a relatively short set of straightforward core metrics.
Second, the tool, through the optional self-assessment questions, will potentially provide internal
management value to utilities — some Workgroup members have seen this as critical to
engendering and maintaining national reporting participation. Finally, this approach provides the
sector the opportunity to “test the waters” with a relatively compact initial reporting effort, while
gathering information on sector interest in a more expansive reporting tool and the benchmarking
or other benefits such an effort might represent.

Reporting Incentives

As a benefit for utility reporting on the core measures, the Workgroup proposes that utility
participants who submit data will be automatically enrolled in the basic WaterISAC service. The
Workgroup believes this benefit will be a valuable incentive to improve participation rates. This
benefit would be renewed annually for participants in subsequent reporting cycles.

Additional Question in First Reporting Cycle

In the first reporting cycle (2008), the Workgroup proposes that the two sets of questions will be
fully separated with their different purposes described, and the reporting tool will not support
submission of the self-assessment information. The Workgroup proposes to ask respondents
about the value and viability of supporting submission of the self-assessment information in
future reporting cycles to make it available across the sector for benchmarking or other purposes.
While the exact question text will likely need refinement through beta testing, the Workgroup
proposes a few simple questions as listed below:
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Would you find it useful to have sector-wide data on these self-assessment questions?
How much time does it take to complete the self-assessment?

Would national reporting become too burdensome with the self-assessment questions
included?

Would you be willing to submit such data in the future?

The reporting tool will be enabled to allow participants, after they have viewed the self
assessment questions, to provide a response to the above questions.

Proposed Measures for National Aggregate Reporting

The Workgroup recommends the following measures for 2008 national aggregate reporting. The
measures are organized by the SSP Goal they most closely support.

SSP Goal 1: Sustain Protection of Public Health and the Environment

The nation relies on a sustained amount of safe drinking water and on the treatment of wastewater to
maintain public health and environmental protection. To help better protect and secure public and
environmental health, the water sector will work to ensure the continuity of both drinking water and
wastewater services.

Ul.

U2.

u3.

Measure: Number and percentage of utilities that have integrated security and
preparedness into budgeting, training, and manpower responsibilities.

Question: Have you integrated security and preparedness into budgeting, training, and
manpower responsibilities (Y/N)?

Measure: Number and percentage of utilities that incorporate security into planning and
design protocols applying to all assets and facilities.

Question: Have you incorporated security into planning and design protocols applying to
all assets and facilities (Y/N)?

Measure: Number and percentage of utilities that routinely conduct supplemental
monitoring or more in-depth analysis beyond what is required to identify abnormal water
quality conditions.

Question: Do you routinely conduct supplemental monitoring or more in-depth analysis
beyond what is required to identify abnormal water quality conditions (Y/N)?

For Official Use Only—Do Not Cite, Circulate, or Copy Page 8



February 7, 2008

U4.

US.

ue.

Measure: Number and percentage of utilities that have established relationships with
public health networks to interpret public health anomalies for the purposes of identifying
waterborne public health impacts.

Question: Have you established relationships with public health networks to interpret

public health anomalies for the purposes of identifying waterborne public health impacts
(Y/N)?

Measure: Number and percentage of utilities that monitor and evaluate customer
complaints for possible indications of water quality or other security threats.

Question: Do you monitor and evaluate customer complaints for possible indications of
water quality or other security threats (Y/N)?

Measure: Number and percentage of utilities that have established protocols (e.g.,
consequence management plans) for interpreting and responding to indications of water
quality anomalies.

Question: Have you established protocols (i.e., consequence management plans) for
interpreting and responding to indications of water quality anomalies (Y/N)?

SSP Goal 2: Recognize and Reduce Risks in the Water Sector

With an improved understanding of the vulnerabilities, threats, and consequences, owners and operators of
water sector utilities can continue to thoroughly examine and implement risk-based approaches to better
protect, detect, respond to, and recover from manmade and natural events.

U7.

U8.

Measure: Number and percentage of utilities that annually review and periodically
update vulnerability assessments.

Questions: Do you review your vulnerability assessment (VA) annually (Y/N)?

How frequently do you update your VA to adjust for changes in your system that may
alter the risk profile of your utility (never update; annually; every 2-3 years; every 3-5
years; every 5-10 years; no defined cycle)?

Measure: Number and percentage of utilities that receive screened, validated, and timely
(e.g., in time to inform decisions or take action) threat information from one or more
trusted sources such as WaterISAC, the FBI, local police, or DHS.

Question: Does your utility receive screened, validated, and timely (e.g., in time to
inform decisions or take action) threat information from one or more of the following
sources (Y/N)? Please check all that apply.

- WaterISAC
- FBI
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Uo.

R2.

- Local police

- DHS

Measure: Number and percentage of utilities that have a plan in place to increase utility
security in response to a threat.

Question: Do you have a plan in place to increase utility security in response to a threat
(Y/N)?

Measure for Intruder Detection Capability: Percent of critical assets with enhanced
capability to detect intruders.

Question: What percent of your critical assets are protected by enhanced detection
capability?

Hazardous Chemicals Measure 1: Number and percent of utilities with physical and/or

procedural controls in place to safeguard hazardous chemicals.

Questions: If you use hazardous chemicals, do you have physical and/or procedural
controls in place to safeguard them(Y/N)?

If yes, do they include some or all of the following? (please indicate)

A. Restrict Area Perimeter. Have you secured and do you monitor the perimeter of areas
containing hazardous chemicals (Y/N)?

B. Screen and Control Access. Have you controlled access to restricted areas within the
facility by screening and/or inspecting individuals and vehicles as they enter (Y/N)?

C. Shipping, Receipt, and Storage. Do you secure and monitor the shipping, receipt, and
storage of hazardous materials for the facility (Y/N)?

D. Elevated Threats. Do you escalate the level of protective measures for periods of
elevated threat (Y/N)?

E. Other physical or procedural controls (Y/N)? (For examples of physical and
procedural controls that can be used to safeguard hazardous substances, please see the
Department of Homeland Security risk-based performance standards as attached to this
survey as a sidebar. )’

' The 18 performance standards --- of which the A-D drop-down are a subset --- would then be listed somewhere in
a sidebar or with other reference information to help respondents. Wording for A-D and sidebar information would

be updated, as necessary, to be consistent with DHS materials.
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Hazardous Chemicals Measure 2: Number and percentage of utilities that include gaseous
chlorine in their hazardous chemicals use.

Question: If you use hazardous chemicals, does your chemical use include gaseous
chlorine (Y/N)?

Hazardous Chemicals Measure 3: Number and percentage of utilities that have evaluated their
disinfection methods considering water quality, public health, and security issues.

Question: Have you evaluated your disinfection methods considering water quality,
public health, and security issues (Y/N)?

SSP Goal 3: Maintain a Resilient Infrastructure

The water sector will investigate how to optimize continuity of operations to ensure the economic vitality of
communities and the utilities that serve them. Response and recovery from an incident in the water sector
will be crucial to maintaining public health and public confidence.

U10. Measure: Number and percentage of utilities that have a written business continuity
plan.

Question: Do you have a written business continuity plan (Y/N)?

Ull. Measure: Number and percentage of utilities that:

. Have an emergency response plan (ERP)

. Conduct training on their ERP

o Carry out exercises on their ERP

J Review and update their ERP on a periodic basis

Questions: Do you:

. Have an emergency response plan (ERP) (Y/N)?

o Conduct training on the ERP (Y/N)?

o Carry out exercises on the ERP (Y/N)?

o Review and update the ERP on a periodic basis (Y/N)?

U12. Measure: Number and percentage of utilities that have adopted the National Incident
Management System (NIMS).

Question: Has your utility adopted the National Incident Management System (NIMS)
(Y/N)?
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U13.

Ul14.

RO.

R10.

Measure: Number and percentage of utilities that are signatories, or are in the process of
becoming signatories, to written agreements for requesting aid or assistance, such as a
mutual aid or assistance agreement or a Water/Wastewater Agency Response Network
(WARN) membership.

Questions: Is your utility a signatory to written agreements for requesting aid or
assistance, such as a mutual aid or assistance agreement or a Water/Wastewater Agency
Response Network (WARN) membership (Y/N)? If no, are you in the process of
creating an agreement (Y/N)?

Measure: Number and percentage of utilities that have responded to an emergency
request to provide mutual aid and assistance.

Question: Has your utility responded to an emergency request to provide mutual aid and
assistance (Y/N)?

Measure for Power Resiliency: Percent of utilities that have backup power for critical
operations.

Question: Does your utility have backup power for critical operations for:

) 24 hours?
) 48 hours?
° 96 hours?

Measure for Production Resiliency: Percent of utilities that can meet minimum daily
demand with their primary production/treatment plant non-functional.

Question: What percent of minimum daily demand can your utility meet with your
primary production/treatment plant non-functional for:

) 24 hours?
° 48 hours?
° 96 hours?

SSP Goal 4: Increase Communications, Outreach, and Public Confidence

Safe drinking water and water quality are fundamental to everyday life. An incident in the sector could have
significant impacts on public confidence. Fostering and enhancing the relationships between utilities,
government, and the public can mitigate negative perceptions in the face of an incident.

U15.

Measure: Number and percentage of utilities that have plans to handle communications
during a crisis.
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u1e.

Question: Do you have a crises communication plan (Y/N)?

Measure: Number and percentage of utilities that engage in networking activities
regarding emergency preparedness and collaborative response in the event of an incident.

Question: Do you engage in networking activities regarding emergency preparedness
and collaborative response in the event of an incident (Y/N)?

Optional Utility Self-Assessment Questions

For each of the optional utility self-assessment questions, utilities would be asked to determine a
date (“date X in the questions below) from which to measure change or improvement. Utilities
will have the option of selecting the current reporting cycle as their baseline date or another date

past. In future reporting cycles, utilities would determine change since the previous reporting

cycle. These self-assessment questions would be clearly labeled as optional questions and would

be separate from the national measurement questions in the utility reporting tool.

R1.

R4.

Measure for Physical Security Capability: Percent of critical assets with physical
access controls in place.

Questions: What percent of your critical assets are currently protected by physical access
controls? What percent of your critical assets were protected by physical access controls
on date X?

Measure of Water Contamination Decision Making Capability: Percent of utilities
that have protocols in place to complete site characterizations and make credibility
determinations eight hours or less after becoming aware of a potential water
contamination event (eight hour time frame based on Response Protocol Toolbox
recommendation).

Questions: What is your current capability to make a water contamination threat
credibility determination? (within 20 — 30 hours, 8 — 20 hours; in 8 hours or less)? What
was it on date X?

Measure for Information Protection Capability: Percent of utilities that have a
process in place for reviewing requests for and restricting access to critical infrastructure
information.

Questions: Do you have a process in place for reviewing requests for and restricting
access to critical infrastructure information? (Yes established process in place; No
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RS.

R6.

R7.

RS.

R11.

R12.

process being developed; Informal/ad hoc review) How would you have answered on
date X?

Measure for SCADA Protection Capability: Percent of SCADA data transmission
networks that are segregated from telephony or Internet networks.

Questions: What percent of your SCADA data transmission network is segregated from
public telephony or Internet networks? What was the percentage on date X?

Measure for Employee Security Investment: Percentage of time permanent employees
dedicate to security tasks.

Questions: What is your current annual FTE commitment to security tasks? What was it
on date X?

Measure for Raw Water Source Supply Resiliency: Percent of utilities that can meet
100% of minimum daily demand with their primary raw water source unavailable.

Questions: What improvements have you seen in your ability to meet 100% of minimum
daily water demand with your primary raw water source unavailable? Not counting in
process or finished water storage, can you meet 100% of minimum daily demand with the
primary raw water source unavailable for 24 hours (Y/N), for 48 hours (Y/N), for 7 days
(Y/N), or other (please specify)? How does this compare with date X — e.g., previously
could meet 100% of minimum daily demand for 24 hours, or 7 days, or never?

Measure for Finished Water Storage Resiliency: Average amount of time a utility can
meet 100% of minimum daily demand with stored finished water.

Questions: How long can you currently meet 100% of minimum daily demand with
stored finish water? How does this compare with date X — how long could you have met
100% of minimum daily demand with stored finish water on date X?

Measure for Equipment Resiliency: For critical parts/equipment, the longest lead time
for repair/replacement.

Questions: For critical parts/equipment (as defined in your Vulnerability Assessment)
what is your current longest lead-time for repair or replacement? How does this compare
with date X (e.g., what was longest lead-time for repair or replacement)?

Measure for Personnel Resiliency: Average number of excess (backup) response-
capable people available for critical operation and maintenance positions.

Questions: What is your current average number of response capable backup people for
critical operation and maintenance positions? What was it on date X?
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R13.

R14.

R1S.

Measure for Treatment Resiliency: Where chemicals are necessary to meet the Safe
Drinking Water Act standards for acute contaminants (i.e., E.coli, fecal coliform, nitrate,
nitrite, total nitrate and nitrite, chlorine dioxide, turbidity - as referenced in the list of
situations requiring a Tier 1 Public Notification under 40 CFR 141.202), the average
number of days that utilities can deliver 100% of minimum daily demand treated to meet
this subset of SDWA standards without any additional chemical deliveries.

Questions: Where chemicals are necessary to meet Safe Drinking Water Act standards
for acute contaminants (i.e., E.coli, fecal coliform, nitrate, nitrite, total nitrate and nitrite,
chlorine dioxide, turbidity - as referenced in the list of situations requiring a Tier 1 Public
Notification under 40 CFR 141.202), what is the current number of days you can deliver
100% of the minimum daily demand treated to meet this subset of SDWA standards
without any additional chemical deliveries? What was it on date X?

Measure for Overall Response and Recovery Capability. Percent of utilities with
increased capability to respond to real events and exercises consistent with their
emergency response, business continuity, or other appropriate response plans.

Questions: How confident are you in your ability to respond to real events and exercises
consistent with your emergency response, business continuity, or other response plans?
(Measurement would be on a scale from very low to very high with an “I don’t know”
option.)

Measure for Reduced Service Event Capability: Number/percent of utilities that have
a protocol and necessary equipment and infrastructure in place to ensure continued water
availability to critical customers during a reduced-service event.

Questions: To what extent have you set priorities and planned for a reduced service
event? (established protocol; equipment and infrastructure in place; plan in place,
protocol, equipment and infrastructure being developed; no formal plan) How has this
changed since date X?

Small Systems Crosswalk

The Water SSP states that "The most effective measures for small systems will be evaluated
through the CIPAC process and will rely heavily on the vulnerability assessment and emergency
response plan tool used by the majority of small systems." In consideration of this, the CIPAC
Metrics Workgroup came to consensus that the vulnerabilities, event consequences, and
capabilities of typical small utilities may be different than larger utilities. Attachment 5 contains
a crosswalk that incorporates the 16 utility activity measures into the tool used by the majority of
small systems. The crosswalk is intended to highlight commonalities between the two question
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sets and to enhance small systems’ abilities to respond to and have confidence in the data
gathering process.
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OTHER ACTOR MEASURES

“Other actors” are the entities in the water sector that are accountable for achieving the SSP
Goals and Objectives and who are not utilities. State and Federal government agencies and
water sector associations are examples of other actors.

Background on Recommendations

For States:

For all measures, there is a need to capture efforts related to both drinking water systems
and efforts related to wastewater systems — they most often are not implemented by the
same state program.

In implementation, the state measures will need to be specifically and separately tailored
for two distinct state regulatory agency audiences: those implementing Safe Drinking
Water Act requirements and overseeing drinking water utilities; and those implementing
Clean Water Act requirements and overseeing wastewater utilities.

The states felt strongly that the measures should emphasize their principal security role —
that is, assisting and supporting water and/or wastewater utilities through state programs.

With that in mind, there was an interest in more closely aligning state measures with
those being reported by utilities and with the SSP goals and objectives. State drinking
water programs have proposed an expanded set of state-focused other actor measures that
are aligned with the SSP goals and objectives and the activity measures for individual
utilities.

For Utility Associations:

It may be difficult for utility associations to make a specific count of activities such as
trainings or guidance documents because many association activities take place in a
distributed way. For example, once a utility signs a WARN, the development of materials
becomes more of a state-specific function. As such, a state branch of an association may
develop materials that the national branch doesn’t keep track of.

Associations can educate utilities about WARNS, but ultimately the utility itself has to
decide to create or join one.

The relative emphasis of association SSP goal-related activity will shift over time as
needs in the sector change and evolve. A shift away from a focus in one area (e.g., mutual
aid and assistance) does not necessarily signal deficient emphasis.
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Recommended Other Actor Measures

The Workgroup reached consensus on the following suite of other actor measures, which are
organized by the SSP Goal they most closely support.

SSP Goal 1: Sustain Protection of Public Health and the Environment

The nation relies on a sustained amount of safe drinking water and on the treatment of wastewater to
maintain public health and environmental protection. To help better protect and secure public and
environmental health, the water sector will work to ensure the continuity of both drinking water and
wastewater services.

OAl

Measure: Number of state drinking water and/or wastewater programs that have included
security assistance as part of routine activities that help water and/or wastewater utilities to
prepare security programs and response plans.

Question to states: Has your state drinking water and/or wastewater program provided broadly
targeted assistance activities/initiatives to help water and/or wastewater utilities develop or
enhance an all hazards/security response program (Y/N)?

OA2

Measure: Number and percentage of Public Utility Commissions (PUCs) that have designated
personnel or a method in place to discuss security costs and issues with utilities.

Question to PUCs: Does the Commission have designated personnel or a method in place to
discuss security costs and issues with utilities (Y/N)?

OA3

Measure: Whether or not EPA has developed an evaluation system for contaminant warning
systems.

Question to EPA: Have you developed an evaluation system for contaminant warning systems
(Y/N)?

OA4

Measure: Number of contaminants of concern listed in the Water Contaminant Information Tool
(EPA product) that have updated analytical protocols and contaminant-specific treatment
information (response and recovery protocols) listed.
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Question to EPA: How many contaminants of concern listed in the Water Contaminant
Information Tool (WCIT) have updated analytical protocols and contaminant-specific drinking
water and wastewater-treatment information listed (i.e., decontamination, health effects, etc.)?

OAS

Measure: Number of functional exercises conducted to test the implementation of the Regional
Drinking Water Laboratory Response Plans; number of training efforts conducted to enhance
capabilities of environmental laboratories and the water utility sector; and number of chemical
and biological methods developed and/or modified for use by laboratories when analyzing water
security event samples.

Questions to EPA:

. How many functional exercises have been conducted to test the implementation of the
Regional Drinking Water Laboratory Response Plans?

. How many training efforts have been conducted to enhance capabilities of environmental
laboratories and the water utility sector?

. How many chemical and biological methods have been developed and/or modified for
use by laboratories when analyzing water security event samples?

SSP Goal 2: Recognize and Reduce Risks in the Water Sector

With an improved understanding of the vulnerabilities, threats, and consequences, owners and operators of
water sector utilities can continue to thoroughly examine and implement risk-based approaches to better
protect, detect, respond to, and recover from manmade and natural events.

OA6

Measure: DHS efforts to develop sector-specific CI/KR threat assessments needed to support
comprehensive risk assessments, including providing guidance on metrics for annual reporting
and national cross-sector comparative analysis.

Question to DHS: Have you developed water sector-specific CI/KR threat assessments needed

to support comprehensive risk assessments, including providing guidance on metrics for annual
reporting and national cross-sector comparative analysis (Y/N)?
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OA7

Measure: Number and geographic coverage of regional “fusion” centers that aid individual
utilities with timely access to actionable threat characterization and validation services.

Questions to DHS:

. How many regional “fusion” centers that aid individual utilities with timely access to
actionable threat characterization and validation services have been created?

. What is the regional coverage of the fusion centers?

OAS8

Measure: Elapsed time (e.g., average hours) and quality of response when utilities call to check
threat information.

Question to DHS: What is the average elapsed time (e.g., average hours) and quality of response
when utilities call regional fusion centers to check threat information?

OA9

Measure: Number of state drinking water and/or wastewater programs that have provided or
supported outreach or training on design, implementation or updates to vulnerability
assessments.

Question to states: Has your state drinking water and/or wastewater program performed any of
the following activities: provided or hosted, organized, or sponsored in coordination with water
organizations specific outreach or training on design, implementation or updates to vulnerability
assessments:

(a) for drinking water systems serving <3300 (Yes/No);

(b) for wastewater systems (Yes/No)?

SSP Goal 3: Maintain a Resilient Infrastructure

The water sector will investigate how to optimize continuity of operations to ensure the economic vitality of
communities and the utilities that serve them. Response and recovery from an incident in the water sector
will be crucial to maintaining public health and public confidence.
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OA10

Measure: Number of state drinking water and/or wastewater programs with staff that have the
credentials (NIMS/ICS training) necessary to participate in an incident command structure, if
such participation becomes necessary.

Question to states: Does your state drinking water and/or wastewater program have staff with

appropriate training to support water system needs within the Incident Command Structure
(Y/N)?

OAl1

Measure: Number of state drinking water and/or wastewater programs that have provided or
supported outreach or training on business continuity planning.

Question to states: Has your state drinking water and/or wastewater program performed any of
the following activities: provided or hosted, organized, or sponsored in coordination with water
organizations specific outreach or training for water and/or wastewater utilities on the
importance and need for a business continuity plan (Y/N)?

OA12

Measure: Number of state drinking water and/or wastewater programs that have provided or
supported outreach or training on emergency response planning.

Question to states: Has your state drinking water and/or wastewater program performed any of
the following activities: provided or hosted, organized, or sponsored in coordination with water
organizations specific outreach or training for water and/or wastewater utilities on the
importance and need for an emergency response plan (Y/N)?

OA13

Measure: Number of state drinking water and/or wastewater programs that participate in and/or
support development of a state-wide WARN or mutual aid network.

Question to states: If available in your state, has your state drinking water and/or wastewater

program participated in and/or supported development of a WARN or mutual aid initiative
(Y/N)?
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OAl4

Measure: Priority and type of mutual aid and assistance enabling activities conducted by other
actors.

Question(s) to Utility Associations, EPA, and DHS:

. Relative to all of your SSP goal-related efforts during this reporting period, what has
been the priority (high, medium, or low) of providing mutual aid and assistance
implementation support to the water sector?

. In what type(s) of mutual aid and assistance implementation support activity did your
organization engage?

No activity during this reporting period

General promotional efforts (such as identification in newsletter)

Targeted workshops and/or training

Development of research products

Development of guidance documents

Development of model agreements/templates

0O O O O O o ©

Other (please specify)

. Do you expect the priority of these activities to change during the next reporting cycle
(yes/no) and, if yes to what (high, medium, or low)?

SSP Goal 4: Increase Communications, Outreach, and Public Confidence

Safe drinking water and water quality are fundamental to everyday life. An incident in the sector could have
significant impacts on public confidence. Fostering and enhancing the relationships between utilities,
government, and the public can mitigate negative perceptions in the face of an incident.

OA15
Measure: Priority and type of crises communication activities conducted by other actors.

Question(s) to Utility Associations, EPA, and DHS:

. Relative to all of your SSP goal-related efforts during this reporting period, what has
been the priority (high, medium, or low) of providing crises communication
implementation support to the water sector?

. In what type(s) of crises communication implementation support activity did your
organization engage?

o No activity during this reporting period
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General promotional efforts (such as identification in newsletter)
Targeted workshops and/or training

Development of research products

Development of guidance documents

Development of model agreements/templates

Other (please specity)

O O O O O O

J Do you expect the priority of these activities to change during the next reporting cycle
(yes/no) and, if yes to what level (high, medium, or low)?

OA1l6

Measure: Number of state drinking water and/or wastewater programs that participated in one or
more Federal or state level emergency response exercises in which the water sector was a focus.

Question to states: If offered, has your state drinking water and/or wastewater program
participated in any emergency response exercise in which the water sector was a focus (Y/N)?

OA17

Measure: Number of state drinking water and/or wastewater programs that have provided or
sponsored (including as a partner with one or more other sponsoring agencies) one or more
emergency response exercises for water and/or wastewater utilities.

Question to states: Has your state drinking water and/or wastewater program provided or

hosted, organized, or sponsored in coordination with water organizations, one or more
emergency response exercises for water and/or wastewater utilities (Y/N)?

For Official Use Only—Do Not Cite, Circulate, or Copy Page 23



February 7, 2008

POTENTIAL LONGER-TERM OUTCOME
MEASUREMENT AREAS TO EXPLORE

The following potential longer-term, risk reduction outcome measures are those that are of
interest, but will require some time for significant background to develop before implementation

can take place. The measures, developed by the utility Subgroup, are presented solely as options
for future consideration.

Potential Future Measurement Areas for Federal Partners to Explore

1. Measure for Overall Water Sector Resilience (#1): Percent of operational area emergency

activations (Emergency Operations Centers) that include a water-related emergency.

Operational area typically is a county.

This measure would allow the sector to track how often the water sector is
compromised in the context of emergencies. Improved resilience in the sector should
be reflected in a lower water sector percent participation in activations over time.

Measure would be drawn from FEMA data.

2. Measure for Overall Water Sector Resilience (#2): Ratio of total annual FEMA
emergency dollars spent to number of water sector do not use and cessation of service days.

Total FEMA emergency dollars are being used as an indication of the number/extent
of natural or man-made disasters in a year.

Assuming annual FEMA emergency dollars spent equate to the number and
magnitude of national emergencies then, if the number of “water utility do not
use/cessation of service” counts drop per FEMA dollar over several years, then the
water sector can be seen as having improved resiliency in dealing with catastrophes.

Potential Future Measurement Areas for Associations and Utilities to Explore

3. Measure for Overall Individual Utility Resilience (#1): Change in number of customer
day equivalents per annum that Safe Drinking Water Act standards are not achieved.

SDWA standards are being used as an indication of verified, compromised water
quality.
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. 24 hours for 1 customer equals 1 customer day equivalent; 1 hour for 24 customers
equals 1 customer day equivalent. This metric approach normalizes the data across
all sizes of utilities enabling easy comparison.

4. Measure for Overall Individual Utility Resilience (#2): Change in number of customer
day equivalents per annum that customers are without service.

o “Without service” means no pressure at the tap.

. 24 hours for 1 customer equals 1 customer day equivalent; 1 hour for 24 customers
equals 1 customer day equivalent. This metric approach normalizes the data across
all sizes of utilities enabling easy comparison.

5. Measure for Overall Individual Utility Resilience (#3): Change in results of annual self-
assessments against the 10 Features of active and effective protective programs.

J For each Feature, a utility would rank itself (e.g., from 1 to 5 with 1 defined as no
implementation and 5 defined as full implementation).

o Measure would require the consistent use of an internal “team” of evaluators to
ensure reasonable consistency of judgments made from year-to-year.

6. Measure for Utility Water Supply Resilience: Number of utilities that have addressed
fixed or transient interconnectivity?

J “Transient” interconnectivity covers approaches that do not use fixed pipe, such as
temporary pipe, etc.

J Potential Reporting options: established; engineering feasibility conducted; not
addressed; or does not apply.

7. Measure for Overall Consequence Reduction: Change in expected value of economic
impacts due to loss of service over time?

o Would require that the consequence assessment predictive economic impact model
include an adjustment factor for improved resiliency. (Current RAMCAP
development efforts may provide this capability.)
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MEASURES REPORTING

Utility Measures Reporting

The following Workgroup recommendations on utility reporting address who should be invited
to report, who should collect, maintain and retain data, and data quality and protection.

Who Reports?
o Reporting will be voluntary;
o All water and waste water utilities (and combined utilities) of all sizes and types will be

invited to report; and

o Initial marketing and outreach may focus on acquiring data from large and
medium size systems (i.e., systems serving populations of 10,000 or greater); and
special outreach or tools may be necessary for small systems to improve their
response rate in the future.

o All reports will be included in the national data set (aggregated).

What Attribute Data Are Collected?
The Workgroup membership has agreed that:

J State location, population served (size), utility type (drinking water, wastewater,
combined, community, non-community, transient), and utility source/receiving water
type should be collected as attribute data; and

o Specific requirements for data banding and/or other data management rules will protect
inappropriate combinations/reporting of attribute data (see “how is the identity of
reporters protected” below).

Who Builds and Administers the Reporting System, Collects and Retains the Data?

The Workgroup membership has agreed to the following.

. System implementation and data collection will be undertaken by a third party.
o Requirements for the third party are:
o Provides a system that is readily accessible and usable by all water utility types

and sizes at no cost to utilities;

o Has a plan to protect security-sensitive information of the type that might be
reported by utilities under the measurement program; and
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o Agrees to keep PIN codes confidential and protect the identity of reporters in
accordance with the conditions outlined in the section, “how is the identity of
reporters protected” below.

The Workgroup membership acknowledges that EPA is accountable to program
overseers and the public, and this accountability creates a need for sector progress data in
the short term (the Workgroup understands the need for and supports the development of
a reporting tool that will make data available to EPA and the states during 2008). In
response to this need, monthly tool development progress updates will be made available
upon request to Workgroup members and, if a written draft of the reporting tool
(containing the questions and associated definitions and directions, as well as the
proposed lay out and sequence of the questions) is not ready by March 31, 2008 and/or
the reporting tool is not ready for beta testing by April 30, 2008, EPA will need to move
forward to collect initial data. If EPA needs to collect initial data:

@ The data collected will be consistent with the utility measures recommended in
this report (i.e., EPA will not unilaterally change the measures or questions
recommended by the Workgroup);

@ The identity of reporters will be protected; depending on EPA’s practical ability
to protect reporters’ identities it may be necessary for reports to be fully
anonymous (i.e., no PIN code) and collection of some attribute data, such as state
location data, may need to be reconsidered; and

@ As much as possible, the data will be gathered consistent with the third party
system under development allowing EPA to transfer the data to the third party
system once it is ready.

The Workgroup membership prefers that, if EPA data gathering is necessary under the
conditions above, it be only a one-time, stop-gap action that would not substitute for
eventual development of a successful third party system as recommended elsewhere in
this report.

What Assures Data Quality?
The Workgroup membership has agreed to the following.

The third party will use PIN codes to identify individual reporters for purposes of data
quality assurance and quality control (QA/QC) only. The “translation” of PIN code to
reporter identity will not be contained in the raw data set—it will be kept separate,
available only to the third party.

The third party may contact individual reporters (subject to conditions described below)
to ask questions about (and, if necessary, correct) data anomalies to ensure reporting is
accurate (e.g., to eliminate duplicate reporting).
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The full Workgroup membership acknowledges that some workgroup members anticipate
including PIN codes to allow for data QA/QC may reduce participation in the reporting
system and, therefore, if reporting rates are low, it may be necessary to reevaluate the
need for/merits of fully anonymous reporting (i.e., no PIN codes) after two years.

The third party will include a non-disclosure agreement in the utility reporting tool
(measures survey), indicating that the identity of participating utilities will not be
released or shared with other parties without the express permission of the individual
utility.

The third party will include a check-box in the utility reporting tool (measures survey) for
individual utilities to indicate if they do not want to be contacted for QA/QC. Any data
of questionable quality from utilities that indicate they do not want to be contacted will
not be included in the national data set and any analyses/reports produced from the data
set.

What Is the Approach to Validation or Verification of Responses?

The Workgroup membership agreed that the third party will not contact individual reporters to
validate/verify responses (e.g., assess a reporter’s basis for answering a particular question or
questions).

How Is the Identity of Reporters Protected?

The Workgroup membership agreed to the following.

The raw data set will not include specific utility identification data, such as names or
addresses.

Banding and/or data management rules for attribute data on population served and state
location must ensure that no data sorts (reports) can reveal the identity of an individual
utility or small set of utilities. For example, because there are fewer large systems, the
third party may not be able to aggregate at any level other than the national location level
or, if data are aggregated at the state location level, it may be necessary to include all
utilities of all sizes in the state aggregation to ensure protection of the individual
identities of large systems. The Workgroup membership directs that the third party
should develop the exact data aggregation and banding protocols during implementation
following the performance standard described above.

PIN codes will allow the third party to identify individual reporters for purposes of data
quality control and quality assurance only. The “translation” of PIN code to reporter
identity will not be in the raw data set — they will be kept separate available only to the
third party.
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Utility Reporting System Characteristics

The Workgroup members identified a number of characteristics in addition to those already
covered in the previous recommendations, which they believe the utility reporting system, either
initially or in the future, should have. These include the following

. Originator control of data;

o User-friendly structure that hides complexity, perhaps using TurboTax® as a model;

o Ability to create customized reports for various audiences; and

J Integrated, web-based planning and preparedness tool that has educational components

(e.g., links to resources).

The following includes additional Workgroup observations about each of these desired
characteristics.

Originator Control of Data
J Originator control is going to be necessary in some form.

. Originator control should be less about shielding information from peers, government,
etc., and more about knowing who you are giving data to and what they are doing with it.

o Have agreements up front about where data resides, who has access, and for what
purpose.

User-Friendly Structure that Hides Complexity
o It will be important for the tool to have a user-friendly structure that hides complexity.

. TurboTax® is a useful model. Two approaches could be used: 1) thin client/browser-
based on-line system (data resides on remote server); or 2) purchase software where files
reside on user’s own computer. Either could be an option.

° The tool should be customizable to the user.

o To obtain valuable national aggregation, there would need to be minimum required fields
that all utilities would complete.

Ability to Create Customized Reports for Various Audiences

J It will be important for the tool to be able to create customized reports.

o Detailed reports for utilities could be produced locally (by the utility), while a less
detailed report could be what gets shared with the national collection body.
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Integrated, Web-Based Planning and Preparedness Tool

The Workgroup also discussed that, in the future, the utility reporting tool could be developed
into an integrated, web-based planning and preparedness tool. The Workgroup supported a
phased implementation approach, beginning with a simple web-based reporting tool, with certain
optional questions available for self-assessment purposes, and developing a planning and
preparedness tool over time as experience dictates and resources allow.

The Workgroup also made the following observations about development of such a tool.

o A new web-based planning and preparedness tool could be developed to do the kind of
teaching and linking to information that is needed. However, existing tools could provide
inputs/feed data into a new tool.

o The tool should be a learning tool, with information embedded in links (for example,
links to suggested example practices).

o If utilities see that what they report feeds into their own planning process, they will be
more likely to use the tool.

Utility Reporting Baseline and Frequency

Frequency

. In the current absence of DHS reporting frequency guidance, the Workgroup
recommends reporting on an annual basis, provided that the reporting system is easy to
use and that reports (results) are generated and available to the sector quickly (i.e., do not
ask for new reporting if the results of the last report aren’t yet available). As DHS
guidance becomes available, the Workgroup recommends that the WSCC/WGCC
explicitly consider the merits of aligning water sector reporting with this guidance to the
extent it differs from the annual approach recommended here.

. Reports would be asked for in the same month every year, and during a month that is
more convenient for utilities. Utilities would be provided adequate lead-time for
response, but also have a “close” date, so reporting is closed for the year.

Baseline

The reporting baseline for all utility questions corresponding to the measures for national
aggregation would be the first reporting cycle.
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For the optional utility self-assessment questions, utilities would select an appropriate baseline
period based on: data availability, the period over which important changes have taken place, or
other criteria determined by the utility. The utilities will have the option of selecting the current
reporting cycle as their baseline or a date past. In future reporting cycles, and to the extent the
national reporting tool embraces additional measures, utilities would determine change since the
previous reporting cycle.

Other Actor Measures Reporting

The following are the Workgroup recommendation on voluntary reporting by other actors —
states, federal agencies, and water sector associations. The Workgroup proposes a multi-path
approach to collection and aggregation of other actor measures data. The Workgroup believes
that several discussions about other actor measures reporting will need to continue beyond and
outside the Workgroup deliberations.

J EPA would collect and aggregate data on federal measures from EPA programs and the
Department of Homeland Security.

o The Workgroup deliberations considered the WSCC Secretariat (currently from AWWA)
as the entity to collect and aggregate data from water sector utility association measures.
The Workgroup agreed that a subset of the Workgroup members from the water sector
associations should continue discussions and develop a reporting approach for association
measures data.

o The Workgroup agreed that a subset of the Workgroup members, including EPA,
ASDWA and the States should continue discussions and develop a reporting approach for
state and PUC measures data. The Workgroup identified the state and PUC measures as
having a special consideration around data collection should EPA be involved in the
reporting approach, as the number of states and PUCs would trigger Information
Collection Request (ICR) rules.
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FEATURES OF AN ACTIVE AND EFFECTIVE
PROTECTIVE PROGRAM FOR WATER AND
WASTEWATER UTILITIES

Introduction

The water sector has developed the Features of an Active and Effective Protective Program to
assist owners and operators of drinking water and wastewater utilities (water sector) in
preventing, detecting, responding to, and recovering from all-hazards, including terrorist attacks
or natural disasters. The features are based on the National Drinking Water Advisory Council’s
recommendation: /4 Features of an Active and Effective Security Program. The features
contained in this version update the original 14 to:

o Capture the water sector’s post Hurricane Katrina emphasis on “all hazards”
preparedness; and

o Establish explicit alignment with the Water Sector-Specific Plan for Critical
Infrastructure Protection (Water Sector SSP) prepared under the framework of the
National Infrastructure Protection Plan (NIPP).

The features describe the basic elements for establishing a “protective program” for
owners/operators of utilities to consider as they develop utility-specific approaches.

9 e

Note: Throughout this document, the terms “protective program,” “protection,” or “protective”
are used to describe activities that enhance resiliency and promote continuity of service
regardless of the hazard a utility might experience. These activities address the physical, cyber,

and human elements of prevention, detection, response, and recovery.

The Features of an Active and Effective Protective Program

1. Encourage awareness and integration of a comprehensive protective posture into daily
business operations to foster a protective culture throughout the organization and
ensure continuity of utility services. (Most strongly aligned with SSP Goal 1, Objective
1.)

e Senior leadership makes an explicit, easily communicated commitment to a program that
incorporates the full spectrum of protection activities.

e Incorporate protection concepts into organizational culture.
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Foster attentiveness to protection among front line workers and encourage them to bring
potential issues and concerns to the attention of others; establish a process for employees
to make suggestions for protection improvements.

Identify employees responsible for implementation of protection priorities and establish
expectations in job descriptions and annual performance reviews.

Designate a single manager (even if it is not a full time duty) responsible for protective
programs.  Establish this responsibility at a level to ensure protection is given
management attention and made a priority for line supervisors and staff.

Keep current on improvements and good protective practices adopted by other utilities.

Monitor incidents and available threat-level information; escalate procedures in response
to relevant threats and incidents.

2. Annually identify protective program priorities and resources needed; support
priorities with utility-specific measures and self-assess using these measures to
understand and document program progress. (Most strongly aligned with Goal 1,
Objective 1.)

Annually identify and dedicate resources to protective programs in capital, operations,
and maintenance budgets; and/or staff resource plans.

Tailor protective approaches and tactics to utility-specific circumstances and operating
conditions; balance resource allocations and other organizational priorities.

Annually review protection commitments and improvement priorities with top
executives.

Develop measures appropriate to utility-specific circumstances and operating conditions.

Self-assess against the measures developed to understand and document program
progress.

3. Employ protocols for detection of contamination while recognizing limitations in
current contaminant detection, monitoring, and public health surveillance methods.
(Most strongly aligned with Goal 1, Objectives 2 and 3.)

Recognize that water quality monitoring, consumer complaint surveillance, sampling and
analysis, enhanced security monitoring, and public health syndromic surveillance are
different, but related, elements of an overall contamination warning system. The
effectiveness of these components may vary from system to system.

Establish sampling and testing protocols for events (and suspected events) and
understand availability of, and be prepared to access, specialized laboratory capabilities
that can handle both typical and atypical contaminants.
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Track, characterize, and consider customer complaints to identify potential contamination
events.

Use security monitoring methods (e.g., intrusion detection devices such as alarms or
closed circuit television) to aid in determining whether a suspected contamination event
is the result of an intentional act. (Also see feature 5)

Establish working relationship with local, state, and public health communities to detect
public health anomalies and evaluate them for contamination implications.

4. Assess risks and periodically review (and update) vulnerability assessments to reflect
changes in potential threats, vulnerabilities, and consequences. (Most strongly aligned
with Goal 2, Objectives 1 — 3, although is a critical contributor to Goal 1, Objective 1.)

Maintain current understanding and assessment of threats, vulnerabilities, and
consequences.

Utilities will need to adjust continually to respond to changes in threats, vulnerabilities,
and consequences.

Establish and implement a schedule for review of threats, vulnerabilities, and
consequences and their impact on the vulnerability assessment at least every three to five
years to account for factors such as, but not limited to, facility expansion/upgrades,
community growth, etc..

Reassess threats, vulnerabilities, and consequences after incidents and incorporate lessons
into protective practices.

Individuals who are knowledgeable about utility operations should conduct the reviews.
Include an executive in the review process to provide an ongoing conduit of information
to/from management.

Use a methodology that best suits utility-specific circumstances and operating conditions;
however, ensure the selected method supports the criteria outlined in the National
Infrastructure Protection Plan (NIPP).

5. Establish physical and procedural controls to restrict access only to authorized
individuals and to detect unauthorized physical and cyber intrusions. (Most strongly
aligned with Goal 2, All Objectives.)

Identify critical facilities, operations, components, and cyber systems (such as SCADA).

Develop and implement physical and cyber intrusion detection and access control tactics
that enable timely and effective detection and response.

Utilize both physical and procedural means to restrict access to sensitive facilities,
operations, and components; including treatment facilities and
supply/distribution/collection networks.
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Define, identify, and restrict access to security-sensitive information (both electronic and
hard copy) on utility operations and technical details.

Establish means to readily identify all employees (e.g. ID badges).

Verify identity of all employees, contractors and temporary workers, with access to
facilities, through background checks as appropriate per local/state law and/or labor
contract and other agreements.

Test physical and procedural access controls to ensure performance.

6. Incorporate protective program considerations into procurement, repair, maintenance,
and replacement of physical infrastructure decisions. (Most strongly aligned with Goal
2, All Objectives)

Bring forward protective program considerations early in the design, planning, and
budgeting processes to mitigate vulnerability and/or potential consequences and improve
resiliency over time.

Design and construction specifications should address both physical hardening of
sensitive infrastructure; and adoption of inherently lower risk technologies and
approaches where feasible.

Design choices should consider ability to rapidly recover and continue services following
an incident.

7. Prepare emergency response, recovery, and business continuity plan(s); test and review
plan(s) regularly, update plan(s) as necessary to ensure NIMS compliance and to reflect
changes in potential threats, vulnerabilities, consequences, physical infrastructure,
utility operations, critical interdependencies, and response protocols in partner
organizations. (Most strongly aligned with Goal 3, Objectives 1 and 3.)

Understand the National Incident Management System (NIMS) guidelines established by
DHS (as well as community and state response plans and FEMA Public Assistance
procedures); and incident command systems (ICS). At a minimum, utility response and
recovery planning should be NIMS compliant.

Coordinate emergency plan(s) with community emergency management partners:

o Establish interoperable communications systems where feasible to maintain contact
with police, fire, and other first responder entities.

o Establish internal protocols to maintain communications with employees to ensure

safety and to coordinate response activities.

Implement backup plans and strategies for critical operations, including water supply and
treatment (to mitigate the potential public health, environmental, and economic
consequences of events), power, and other key components.
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e Maintain plan(s) that are exercised at least annually, identify circumstances that prompt
implementation, and identify individuals responsible for implementation.

o Provide employees with appropriate security and preparedness training and education
opportunities.

o At least annually review plan(s) and conduct exercises that address the full range of
threats relevant to the utility.

o Update plan(s), as necessary, to incorporate lessons from training, exercises, and
incident responses.

e Ensure plan(s) identify critical and time sensitive applications, vital records, processes,
and functions that need to be maintained; and the personnel and procedures necessary to
do so until utility has recovered. At a minimum, plan(s) should include a business impact
analysis and address need for power, communication (internal and external), logistics
support, facilities, information technology, and finance and administration-related
functions; including necessary redundancy and/or timely access to backup systems and
cash reserves.

8. Forge reliable and collaborative partnerships with first responders, managers of critical
interdependent infrastructure, other utilities, and response organizations to maintain a
resilient infrastructure. (Most strongly aligned with Goal 3, Objectives 2 and 4.)

e Partnerships should be forged in advance of an emergency, ensuring utilities and key
partners are better prepared to work together if an emergency should occur.

e Partnerships with other local utilities, peers, and associations should emphasize formation
of, and participation in, mutual aid and assistance agreements such as a Water and
Wastewater Agency Response Network (WARNS).

e Maintain awareness of industry best practices and available protective program-related
tools and training.

e Establish relationship with critical customers (hospitals, manufacturing, etc.) to identify
interdependency issues that may impact business continuity.

e Participate in joint exercises with identified partners as appropriate.

9. Develop and implement strategies for regular, ongoing communication about protective
programs with employees, customers, and the general public to increase overall
awareness and preparedness for response to an incident. (Most strongly aligned with
Goal 4, Objective 1, although is critically supportive of Goal 1, Objectives 1 and 2.)

e Establish public communications protocol, including pre-prepared public announcement
templates, to share critical information; and implement mechanisms for receiving
community feedback.

e Public communication strategies should:
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o Identify means to reach customers and the general public with incident information;

o Provide a mechanism for customers and the public to communicate with appropriate
personnel about unusual or suspicious events;

o Inform customers about appropriate actions to enhance their preparedness for
potential incidents that may impact services; and

e Internal communication strategies should:
o Increase and/or maintain employee awareness of protective program;
o Motivate staff to support protective program strategies and goals;
o Provide ways for staff to notify appropriate personnel about unusual or suspicious
activities;
o Ensure employees understand nature of, and restrictions on, access to security
sensitive information and/or facilities; and

o Ensure employee safety during an event or incident and enable effective employee
participation during response and recovery efforts.

e Evaluate effectiveness of communication mechanisms over time.

10. Monitor incidents and available threat-level information; escalate procedures in
response to relevant threats and incidents. (Most strongly aligned with Goal 4,
Objective 2, although a critical contributor to Goal 1, Objective 1 and Goal 3, Objective
3.)

e Develop standard operating procedures to identify and report incidents in a timely way
and establish incident reporting expectations.

o In the specific context of intentional threats and acts, ensure staff can distinguish
between normal and unusual activity (both on/off site) and know how to notify
management of suspicious activity.

e Develop systems to access threat information, identify threat levels, and determine the
specific responses to take.

o Investigate available information sources locally, and at the state or regional level
(e.g., FBI Infraguard and Water ISAC).

o Where barriers to accessing information exist, make attempts to align with those who
can, and will, provide effective information to the utility.

e Make monitoring threat information a regular part of the protective program designee’s
job and share utility-, facility- and region-specific threat levels and information with key
staff and those responsible for protection.
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ATTACHMENT 1: WORKGROUP CHARTER

The following charter was adopted by the Workgroup on February 28, 2007.

. Establishment and Designation

The CIPAC Metrics Workgroup is convened by the Water Sector Coordinating Council (SCC)
and Government Coordinating Council (GCC) to develop a national performance measurement
system. As part of the process of developing the performance measurement system, the CIPAC
Metrics Workgroup intends to update the /4 Features of an Active and Effective Water Security
Program to encompass an all-hazards approach and align them with the goals and objectives of
the SSP.> The Secretary of the Department of Homeland Security exempted CIPAC and its
workgroups (including the Metrics Workgroup) from the requirements of the Federal Advisory
Committee Act (FACA).’

. Objectives

The CIPAC Metrics Workgroup is expected to focus on the following objectives:

Objective (1) Development of a national performance measurement system. Specifically:

o Developing measures that align and support the goals and objectives of the Water Sector
Specific Plan (SSP);

° How to track measures;

J How to structure reporting; and

o Who will collect and retain information and how it will be protected.

Objective (2) Aligning the 14 features of an active and effective security program with the
Water SSP goals and objectives. Specifically:

o Determine how the features support the various goals and objectives of the Water SSP;

o Ensure that the features explicitly and adequately address the concepts of response,
recovery, and all-hazards; and

o Streamline or combine the features as appropriate.

2 "performance measurement system" is a term used to summarize all the facets of collecting measurement data including, but not limited to, the

data elements to be reported, how the data will be reported, who will collect the data, and how the data will be protected from public disclosure.
* For more information, see: http://www.dhs.gov/cipac
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lIl.  Scope of Activities

The CIPAC Metrics Workgroup is expected to spend the bulk of its time on establishing a
national performance measurement system. The 14 features alignment with the Water SSP
should take no more than one multi-day in-person meeting and a minimum of one conference
call. Development of a national performance measurement system should take three in-person
meetings and several conference calls.

The scope of the activities includes:

Objective (1) Development of a national performance measurement system:

o Assumptions
@ Reporting of utility level data will be voluntary.
@ Data will be released to the public at the national level only in aggregate form.

Therefore, no utility-specific security-sensitive data will be made available to the
public without the utility’s express consent.

e Progress data from individual utilities submitted to the government will be
protected from public disclosure (i.e., FOIA).

o Decisions on national performance measures should be consistent with the Water
SSP’s vision, goals, and objectives.

@ CIPAC Workgroup efforts will be coordinated with DHS’ National Infrastructure

Protection Plan (NIPP) core-metric development.

o The Workgroup will deliberate for 6-8 months by having three 2-3 day in-person
meetings, in addition to conference calls and video conferencing as needed.

o The final performance measurement system will be documented in a report, reviewed by
the Workgroup, and finalized by the full CIPAC. The final report will be provided to
EPA and DHS for use in the SSP in support of the NIPP.

Objective (2) Aligning the 14 features of an active and effective security program with the
Water SSP goals and objectives:

o Assumptions
@ The Workgroup should optimize the existing features as much as possible.
o The Sector Specific Plan will not be re-written in this process.

o A detailed scope and agenda for the features update meeting will be developed before the
meeting.
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. The Workgroup will meet once for 2-3 days to finalize updates to the features by the
conclusion of the meeting. These updates could then be quickly rolled out to the water
sector.

o The finalized features, decided upon at the meeting, will be documented in a report,

reviewed by the Workgroup, and finalized by the full CIPAC. The final report will be
provided to EPA and DHS for use in the SSP.

o The following documents will serve as the starting place, and basis for, objectives 1 and 2
of the CIPAC Metrics Workgroup deliberations:
o) Water SSP, in particular the vision, goals, and objectives;

o NDWAC recommendations on 14 Features of Active and Effective Security
Programs and three aggregate measures of sector performance; and

o Findings of the Measures Testing Group (MTG) for National Aggregate Measures
of Water Security.

V. Membership

The Water Sector Coordinating Council (SCC) will select representatives from sitting members
of the Council, association staff and/or their membership. The Government Coordinating
Council (GCC) will choose government representatives for the metrics Workgroup. The SCC
will strive to have 8 to 10 representatives on the Workgroup; the GCC will strive to have 4 to 5.

V. Operating Procedures and Ground Rules

The CIPAC Metrics Workgroup is expected to follow the Workgroup Operating Procedures and
Ground Rules.
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ATTACHMENT 2: WORKGROUP MEMBERSHIP AND
CONTACT INFORMATION
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ATTACHMENT 3: WORKGROUP OPERATING
PROCEDURES AND GROUP RULES

WORKGROUP OPERATING PROCEDURES

The following operating procedures were adopted by the Workgroup on February 28, 2007.

. Participation

General

CIPAC Metrics Workgroups will consist of water utility representation, association staff and
federal, state and local government representatives. The SCC and the GCC will each select their
representatives for the workgroup. The number of representatives attending a particular meeting
is expected to vary depending on the meeting agenda. The CIPAC Metrics Workgroup will have
two co-chairs (one water sector representative and an EPA representative).

Expectations

Direct participation of all members is essential to the success of the CIPAC Metrics Workgroup.
For that reason, members are asked to make every effort to attend in-person meetings and
participate in conference calls.

All members are expected to participate throughout the duration of the process. However, any
member may withdraw from a CIPAC Metrics Workgroup at any time. In the event a member
decides to withdraw from the process, he or she will be asked to document the reasons for their
withdrawal and may be replaced by the Coordinating Councils with another representative of
similar expertise and interest. Further expectations are described in the Ground Rules.

Alternates

In the rare event that a designated member is unable to participate in a particular meeting or
conference call, another person from that member’s organization (i.e., utility, Agency, state, or
association) may attend the meeting in his or her place as an alternate. It is the responsibility of
the workgroup member to ensure that any alternate is fully briefed and prepared to participate in
workgroup deliberations and decision making on behalf of the member and the member’s
organization.
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Co-Chairs

To facilitate close coordination with the Water SCC and GCC throughout the process one co-
chair will also be a full voting member of the SCC and the other co-chair will be from EPA and
represent the GCC. The co-chairs will strive to represent not only their own views but also the
views of their colleagues from the SCC or GCC, respectively, and the views of their colleagues
on the workgroup.

The role of the Workgroup co-chairs is to:

o Open and close meetings;

o Work with the facilitation team to run meetings and keep deliberations on point and on
schedule;

J Assist in consensus building;

o Make decisions about subject matter experts;

° Make final decisions about process, scope, and schedule in accordance with the Charter;

o Ensure coordination between the workgroup and the SCC and GCC; and

o Work with the facilitation team between meetings.

Subject Matter Experts

Subject matter experts may participate in CIPAC Metrics Workgroups, as needed. Subject
matter experts advise the CIPAC Metrics Workgroup, but do not participate in workgroup
decision making. Any CIPAC Metrics Workgroup member may request a subject matter expert.
However, the final decision on whether to provide particular subject matter experts is to be made
by the co-chairs. The DHS CIPAC office will be notified of any subject matter experts.

. Decision Making Process

Consensus

The CIPAC Metrics Workgroup intends to use a collaborative, problem-solving approach in their
work. The workgroup will strive for consensus among participating members. Consensus is
defined as decisions that all participants can “live with.” Consensus will be assessed using a
variety of techniques including discussion, “straw polling,” and review/acceptance of written
documents.

If the CIPAC Metrics Workgroup has trouble reaching consensus on a particular issue, the co-
chairs will work with the membership to seek common ground. If common ground cannot be
achieved after extensive discussion, the co-chairs will document the divergent views and forward
them to the SCC and GCC for resolution. After the divergent views are forwarded to the SCC
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and GCC, each Council would first come to resolution independently, the SCC would use their
decision making process and the GCC would use theirs. After each Council resolves the issue
within their own body, the SCC and GCC would come together to reach consensus and a final
resolution.

Rules of Engagement

Successful consensus building depends on mutual respect and careful listening among members.
Meetings and conference calls will be structured to support a respectful atmosphere, encourage
the development of trust and understanding, and provide for participation of all CIPAC Metrics
Workgroup members. Workgroup members are encouraged to frame observations in terms of
needs and interests (e.g., it is critically important to my utility that security sensitive information
is kept confidential) rather than positions (e.g., it is not acceptable under any conditions to
release security sensitive information from this utility). Opportunities for finding solutions
increase dramatically when discussion focuses on needs and interests.

Meetings

Meetings of the CIPAC Metrics Workgroup will be closed to the public. A schedule of meeting
dates and times will be developed by the facilitator who will work towards scheduling meetings
at times when all workgroup members can attend.

Reporting

The CIPAC Metrics Workgroup will develop a report documenting their process and decisions.
This document will be provided to the full CIPAC. Once the full CIPAC concurs with the
report, it will forward the document to EPA and DHS for use with the Water SSP/NIPP
framework.

lIl.  Facilitation

A neutral, third-party facilitation team will support the CIPAC Metrics Workgroup.

The facilitation team will work with the CIPAC Metrics Workgroup Co-Chairs to:

. Develop draft meeting agendas, materials, and summaries, draft reports based on the
workgroups decisions and develop supporting documents;

o Facilitate workgroup meetings to ensure that the perspectives of all members come
forward, to maintain a respectful atmosphere, and keep discussions on track and on
schedule;

. Work with members between meetings and conference calls to support understanding and

consensus building;
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o Work with members to identify, organize, synthesize, and provide information and other
material needed to support deliberations;

o Support any necessary decision making; and
o Coordinate activities with the DHS - NIPP PMO.

V. Meeting Materials and Documentation

The facilitation team will strive to distribute meeting agendas and supporting materials at least
one week before meetings and conference calls. Summaries of key discussion points, tentative
areas of agreement and action items will be prepared by the facilitation team and provided to
members for review. These summaries should be distributed within two weeks of meetings and
conference calls. Final summaries will be distributed after incorporation of member’s comments.

Documents shared in CIPAC Metrics Workgroup meetings may be subject to the Freedom of
Information Act. All documents produced by or on behalf of the CIPAC Metrics Workgroup are
to be handled in accordance with Chapter 3.0 of the CIPAC Operational Guidance, “Document
Handling and Protection.”

Electronic communication mechanisms (largely email) will be used to the greatest extent
possible to distribute meeting materials, summaries, and references.

V. Security Sensitive Information

Definition of Security-Sensitive Information

For purposes of Workgroup deliberations, security-sensitive information is: (1) information on
system-specific, attributable tactical security procedures; and (2) integrated or aggregated detail
on security (e.g., by aggregating information from previous un-aggregated sources) that creates a
clear picture of a specific strike opportunity. Information that is already available in the public
domain in the same form and at the same level of detail discussed by the CIPAC Metrics
Workgroup is not security sensitive.

Procedures for Discussion of Security-Sensitive Information

The following procedures will be used for discussion of security-sensitive information.

o Workgroup members who choose to raise or discuss security-sensitive information will
indicate that they consider the information they are sharing security sensitive. Unless
permission is given, Workgroup members will not discuss such information outside
Workgroup meetings.
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o The general topics of discussion covered during the meeting will be documented in the
meeting summary; discussion details will not be summarized.

o Any security sensitive meeting materials that are distributed during the meeting will be
collected at the end of the meeting unless the Workgroup decides that the materials are
suitable for public disclosure.

o The Workgroup will evaluate discussions at the end of the meeting and determine if
security-sensitive information that was discussed requires protection going forward. A
low threshold for identification of security-sensitive information is appropriate, and any
participant can distinguish information as security sensitive.

Limiting Use of Security-Sensitive Information

To maximize the usability of their report, the Workgroup will strive to limit inclusion of security
sensitive information in the written materials they consider and produce.

VI.  Communication with the Press

The way in which workgroup deliberations are publicly characterized will affect the group’s
ability to function effectively. Workgroup members should refer inquiries from the press to the
co-chairs of the CIPAC Metrics Workgroup or to final meeting summaries or other final
workgroup materials. Individuals who choose to speak with the press should limit their remarks
to personal views and to refrain from characterizing the views of, or attributing comments to, the
full workgroup, other individual members, or the SCC or the GCC.

WORKGROUP GROUND RULES

1. All members of the CIPAC Metrics Workgroup have equal representation and equal
opportunities to participate.

2. Discussions will stay within the objectives and scope of the CIPAC Metrics Workgroup
Charter, dated February 28, 2007; conduct and protocols at meetings will be consistent with
the CIPAC Metrics Workgroup operating procedures dated February 28, 2007.

3. Collaborative problem solving depends on mutual respect and careful listening among
participants and on active participation by all. Participants will strive for honest and direct
communication and a focus on interests and needs (e.g., it is critically important to my utility
that we maintain as confidential security sensitive information) rather than positions (e.g., it
is not acceptable under any conditions to release security program-related information from
this utility).
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4. Participants will allow for open discussion and the right to disagree, and will look for
opportunities to find common interests, agreements, and solutions.

5. Participants will focus on clarifying their own views and interests; they will refrain from
characterizing the views of other participants especially in conversations with the press.

6. Participants and/or the facilitator may request a caucus break at any time during a meeting.
In order to keep the flow of meetings on track, individual caucus breaks may not exceed 15
minutes

7. The facilitator is a neutral third party with no stake in the outcome of the project. Ross &
Associates will structure meetings to support a respectful atmosphere and the development of
trust among participants.

8. Meetings are expected to start and end on time.
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ATTACHMENT 4: RECOMMENDED UTILITY MEASURES

Attachment 4 contains the full suite of utility measures recommended by the Workgroup.

The Workgroup developed utility measures through a process recommended by the Water SCC.
The process began with examining the Water SSP to identify the key partners, resources, outputs
and outcomes associated with each Goal and Objective.

The Workgroup recommends the following measures of utility progress. The measures are
presented in the form of questions that utilities would answer. Most are simple and call for a
binary, “yes/no” response. The Workgroup believes this simple approach is an appropriate way
to begin a measurement system. Over time, the sector may desire to move towards a performance
progress structure, where degrees of progress can be communicated. A few of the recommended
measures use this more detailed approach. Key terms that require further information and/or
definition are identified in an “Other Observations” section associated with each measure.

UTILITY ACTIVITY MEASURES

The following are the 16 activity-based utility measures that were previously recommended by
the Workgroup and approved by the WSCC/WGCC in October 2007. The Workgroup has some
minor word changes to the measures to improve clarity, but not to change the intent of the
measures previously approved.

Ul. Measure: Number and percentage of utilities that have integrated security and
preparedness into budgeting, training, and manpower responsibilities.

Question: Have you integrated security and preparedness into budgeting, training, and
manpower responsibilities (Y/N)?

U2. Measure: Number and percentage of utilities that incorporate security into planning and
design protocols applying to all assets and facilities.

Question: Have you incorporated security into planning and design protocols applying to
all assets and facilities (Y/N)?

Additional Workgroup Observations:
o “Planning and design protocols” needs to be defined.

o The Workgroup intended this measure to cover all parts of the facilities, including
the collection and distribution systems.
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U3.

U4.

US.

ueé.

Measure: Number and percentage of utilities that routinely conduct supplemental
monitoring or more in-depth analysis beyond what is required to identify abnormal water
quality conditions.

Question: Do you routinely conduct supplemental monitoring or more in-depth analysis
beyond what is required to identify abnormal water quality conditions (Y/N)?

Additional Workgroup Observations:

. The phrase “beyond what is required to identify abnormal water conditions” is
imprecise and raises questions as to what the question is referring to.
Clarification will be needed.

Measure: Number and percentage of utilities that have established relationships with
public health networks to interpret public health anomalies for the purposes of identifying
waterborne public health impacts.

Question: Have you established relationships with public health networks to interpret
public health anomalies for the purposes of identifying waterborne public health impacts
(Y/N)?

Additional Workgroup Observations:

o The phrase “established relationships” is very open-ended and could be defined in
a number of ways. For instance, a one-time contact does not necessarily qualify
as a relationship. There should be some kind of periodic ongoing contact to
qualify as a “relationship.”

Measure: Number and percentage of utilities that monitor and evaluate customer
complaints for possible indications of water quality or other security threats.

Question: Do you monitor and evaluate customer complaints for possible indications of
water quality or other security threats (Y/N)?

Measure: Number and percentage of utilities that have established protocols (e.g.,
consequence management plans) for interpreting and responding to indications of water
quality anomalies.

Question: Have you established protocols (i.e., consequence management plans) for
interpreting and responding to indications of water quality anomalies (Y/N)?

Additional Workgroup Observations:

o “Consequence management plans” will need to be defined. The Water Security
Initiative currently uses this term, and the Workgroup believed consistency would
be helpful.
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U7.

U8.

U9.

U10.

Measure: Number and percentage of utilities that annually review and periodically
update vulnerability assessments.

Questions:
Do you review your vulnerability assessment (VA) annually (Y/N)?

How frequently do you update your VA to adjust for changes in your system that may
alter the risk profile of your utility? (never update; annually; every 2-3 years; every 3-5
years; every 5-10 years; no defined cycle)?

Additional Workgroup Observations:
o The difference between VA review and VA update will need to be defined.

Measure: Number and percentage of utilities that receive screened, validated, and timely
(e.g., in time to inform decisions or take action) threat information from one or more
trusted sources such as Water[SAC, the FBI, local police, or DHS.

Question: Does your utility receive screened, validated, and timely (e.g., in time to
inform decisions or take action) threat information from one or more of the following
sources (Y/N)? Please check all that apply.

- Water[SAC
- FBI
- Local police

- DHS

Measure: Number and percentage of utilities that have a plan in place to increase utility
security in response to a threat.

Question: Do you have a plan in place to increase utility security in response to a threat
(Y/N)?

Additional Workgroup Observations:

. There will be a need to define “threat” here. It would be easy to envision very
different interpretations of the kinds of things that might constitute a threat.

Measure: Number and percentage of utilities that have a written business continuity
plan.

Question: Do you have a written business continuity plan (Y/N)?

Additional Workgroup Observations:
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o The term “business continuity plan” needs to be clearly defined (e.g., does it
incorporate emergency response plans?).

o One option for a definition of “business continuity” could be: “A comprehensive
managed effort to prioritize key business processes, identify significant threats to
normal operation, and plan mitigation strategies to ensure effective and efficient
organizational response to the challenges that surface during and after a crisis and
establish minimum requirements for sustaining essential business operation while
recovering from a significant disruption.” This definition is derived from
Subgroup deliberations.

Ull. Measure: Number and percentage of utilities that:

. Have an emergency response plan (ERP)

o Conduct training on their emergency response plan (ERP)
o Carry out exercises on their ERP

o Review and update their ERP on a periodic basis.

Questions: Do you:

. Have an emergency response plan (ERP) (Y/N)?

o Conduct training on the ERP (Y/N)?

o Carry out exercises on the ERP (Y/N)?

o Review and update the ERP on a periodic basis (Y/N)?

Additional Workgroup Observations:

J The ERP may be part of an overall business continuity plan.
o The term “emergency response plan” needs to be clearly defined.
. There will be a need to clarify under what conditions a respondent will get

“credit” — will it be if these exercises have ever been done, or will the question
refer to a particular discrete time frame?

U12. Measure: Number and percentage of utilities that have adopted the National Incident
Management System (NIMS) as part of emergency response planning.

Question: Has your utility adopted NIMS as part of its emergency response plan (Y/N)?

Additional Workgroup Observations:

o “NIMS” needs to be clearly defined. The reporting tool must identify NIMS
activities (e.g., are you ready to respond to an incident, do you fit into the local,
state, and national response framework [i.e., Incident Command System]).
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U13.

Ul14.

U15.

U1e.

o Reporting tool should include text that explains why NIMS activities are
important (e.g., allows a utility to see where they fit in the local, state, and
national response framework, better enables a utility to respond to incidents,
increases a utility’s ability to capture federal funding).

Measure: Number and percentage of utilities that are signatories, or are in the process of
becoming signatories, to written agreements for requesting aid or assistance, such as a
mutual aid or assistance agreement or Water/Wastewater Agency Response Network
(WARN) membership.

Questions: Is your utility a signatory to written agreements for requesting aid or
assistance, such as a mutual aid or assistance agreement or Water/Wastewater Agency
Response Network (WARN) membership (Y/N)?

If no, are you in the process of creating an agreement (Y/N)?

Additional Workgroup Observations:

o “WARN?” needs to be clearly defined.
o The differences between “Mutual aid” and “mutual assistance” need to be clearly
defined.

Measure: Number and percentage of utilities that have responded to an emergency
request to provide mutual aid and assistance.

Question: Has your utility responded to an emergency request to provide mutual aid and
assistance (Y/N)?

Measure: Number and percentage of utilities that have plans to handle communications
during a crisis.

Question: Do you have a crises communication plan (Y/N)?

Measure: Number and percentage of utilities that engage in networking activities
regarding emergency preparedness and collaborative response in the event of an incident.

Question: Do you engage in networking activities regarding emergency preparedness
and collaborative response in the event of an incident (Y/N)?
Additional Workgroup Observations:

o Virtually every utility could claim that it “networks” to some greater or lesser
extent. This measure will produce a more meaningful response with some better
delineation.
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HAZARDOUS CHEMICALS SECURITY MEASURES

Hazardous Chemicals Measure 1: Number and percent of utilities with physical and/or
procedural controls in place to safeguard hazardous chemicals.

Questions: If you use hazardous chemicals, do you have physical and/or procedural
controls in place to safeguard them(Y/N)?

If yes, do they include some or all of the following? (please indicate)

A. Restrict Area Perimeter. Have you secured and do you monitor the perimeter of areas
containing hazardous chemicals (Y/N)?

B. Screen and Control Access. Have you controlled access to restricted areas within the
facility by screening and/or inspecting individuals and vehicles as they enter (Y/N)?

C. Shipping, Receipt, and Storage. Do you secure and monitor the shipping, receipt, and
storage of hazardous materials for the facility (Y/N)?

D. Elevated Threats. Do you escalate the level of protective measures for periods of
elevated threat (Y/N)?

E. Other physical or procedural controls (Y/N)? (For examples of physical and
procedural controls that can be used to safeguard hazardous substances, please see the
Department of Homeland Security risk-based performance standards as attached to this
survey as a sidebar.)’

Additional Workgroup Observations:
. For Question “C,” it is difficult to imagine any facility, no matter what size,
answering “no” to this question.

Hazardous Chemicals Measure 2: Number and percentage of utilities that include gaseous
chlorine in their hazardous chemicals use.

Question: If you use hazardous chemicals, does your chemical use include gaseous
chlorine (Y/N)?

* The 18 performance standards --- of which the A-D drop-down are a subset --- would then be listed somewhere in
a sidebar or with other reference information to help respondents. Wording for A-D and sidebar information would
be updated, as necessary, to be consistent with DHS materials.
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Hazardous Chemicals Measure 3: Number and percentage of utilities that have evaluated their
disinfection methods considering water quality, public health, and security issues.

R1.

R2.

Question: Have you evaluated your disinfection methods considering water quality,
public health, and security issues (Y/N)?

Additional Workgroup Observations:
. It is difficult to imagine any facility, no matter what size, answering “no” to this
question.

RISK REDUCTION OUTCOME MEASURES

Measure for Physical Security Capability: Percent of critical assets with physical
access controls in place.

Questions: What percent of your critical assets are currently protected by physical access
controls? What percent of your critical assets were protected by physical access controls
on date X?

Additional Workgroup Observations:

° Physical access controls include fences, gates, door locks, and other similar
structural barriers.

o Without more definition, this question will offer little value added as every water
utility has some type of physical access control: door, lock, gate. As currently
presented, the question allows an opportunity to misinterpret just to get to a “yes”
answer, making results unhelpful.

Measure for Intruder Detection Capability: Percent of critical assets with enhanced
capability to detect intruders.

Question: What percent of your critical assets are protected by enhanced detection
capability?

Additional Workgroup Observations:

o Enhanced detection capability includes physical monitoring such as cameras and
other alarms/sensors, guards or other human monitoring (such as neighborhood
and customer watch efforts), and combinations of physical changes and
procedural changes (e.g., installation and use a door peep hole).
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R3.

R4.

. This question has the potential to imply that smaller systems either should or must
invest in some type of intruder alarm. In reality, this may not be the best
investment of their limited resources. The measure also needs to clarify whether
it relates to total number of assets, a percentage of the dollar value of all assets, or
some other basis. The term ‘critical assets’ and ‘enhanced’ will need to be
defined.

Measure of Water Contamination Decision Making Capability: Percent of utilities
that have protocols in place to complete site characterizations and make credibility
determinations eight hours or less after becoming aware of a potential water
contamination event (eight hour time frame based on Response Protocol Toolbox
recommendation).

Questions: What is your current capability to make a water contamination threat
credibility determination? (within 20 — 30 hours, 8 — 20 hours; in 8 hours or less)? What
was it on date X?

Additional Workgroup Observations:

J Site characterizations and credibility determinations are as defined by the EPA
Response Protocol Toolbox.

. Site characterization generally includes in-person site evaluation and may include
field testing/screening of water and/or monitoring of baseline water quality data.
The purpose of this process is to determine if a contamination threat is credible
and, therefore, initiate additional response activities — it is not to identify the
specific nature and extent of any contamination that may be present.

Measure for Information Protection Capability: Percent of utilities that have a
process in place for reviewing requests for and restricting access to critical infrastructure
information.

Questions: Does your utility have a process in place for reviewing requests for and
restricting access to critical infrastructure information? (Yes established process in place;
No process is being developed; or Informal/ad hoc review) How would you have
answered on date X?

Additional Workgroup Observations:
o Critical infrastructure information is as defined by DHS.

. In implementing this question, it may be helpful to focus on highlighting whether
utilities have further limited the type of information they provide (e.g.. “Have you
initiated restrictions or tightened access...”).
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RS.

Re6.

R7.

Measure for SCADA Protection Capability: Percent of SCADA data transmission
networks that are segregated from telephony or Internet networks.

Questions: What percent of your SCADA data transmission network is segregated from
public telephony or Internet networks? What was the percentage on date X?

Additional Workgroup Observations:

. Need definition/guidance on what are “segregated connections.”
o This measure could easily be misinterpreted as a critical driver by a smaller
community.

Measure for Employee Security Investment: Percentage of time permanent employees
dedicate to security tasks.

Questions: What is your current annual FTE commitment to security tasks? What was it
on date X?

Additional Workgroup Observations:

o “Security tasks” are defined narrowly as tasks related to asset protection,
hardening, and other direct security related work. This is not an attempt to
capture efforts focused on improving broader resiliency or preparing for natural
disasters; emergency response planning and exercise time would not be counted
here.

. There is no good way for many smaller water systems to answer this question.
They may only have one or two employees and would find it difficult to allocate
specific FTEs to particular security activities. This measure also conflicts with
the long term SDWA goal to integrate security into planning, design, and
implementation actions for drinking water treatment that results in water safe to
drink. Even the largest of water utilities should be integrating “security” actions
into their daily activities. This measure “stovepipes” water security activities.
Additionally, since the total number of employees engaged in security tasks is not
known the data we obtain from this measure may be highly misleading. For
example, if a utility has one staff person they could report a high value - say 20%,
yet a larger utility with twenty people on staff may find that although everyone
spends some time on security (our goal) the percentage of each individual’s time
may be low — say 2%. This measure/question could be construed as too narrowly
defined unless the question is asked in a way to capture the broader activities
related to training and exercise time.

Measure for Raw Water Source Supply Resiliency: Percent of utilities that can meet
100% of minimum daily demand with their primary raw water source unavailable.
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R8.

RI.

R10.

Questions: What improvements have you seen in your ability to meet 100% of minimum
daily water demand with your primary raw water source unavailable? Not counting in
process or finished water storage, can you meet 100% of minimum daily demand with the
primary raw water source unavailable for 24 hours (Y/N), for 48 hours (Y/N), for 7 days
(Y/N), or other (please specify)? How does this compare with date X — e.g., previously
could meet 100% of minimum daily demand for 24 hours, or 7 days, or never?

Additional Workgroup Observations:

J “Minimum daily demand” is the average daily demand for the lowest production
month of the year.

Measure for Finished Water Storage Resiliency: Average amount of time a utility can
meet 100% of minimum daily demand with stored finished water.

Questions: How long can you currently meet 100% of minimum daily demand with
stored finish water? How does this compare with date X — how long could you have met
100% of minimum daily demand with stored finish water on date X?

Additional Workgroup Observations:

o “Minimum daily demand” is the average daily demand for the lowest production
month of the year.

Measure for Power Resiliency: Percent of utilities that have backup power for critical
operations.

Question: Does your utility have backup power for critical operations for:

° 24 hours?
o 48 hours?
. 96 hours?

Measure for Production Resiliency: Percent of utilities that can meet minimum daily
demand with their primary production/treatment plant non-functional.

Question: What percent of minimum daily demand can your utility meet with your
primary production/treatment plant non-functional for:

o 24 hours?
° 48 hours?
° 96 hours?
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R11.

R12.

Additional Workgroup Observations:

“Minimum daily demand” is the average daily demand for the lowest production
month of the year.

For all 4 measures above (R7, RS, R9, R10), the questions seem to imply that
meeting 100% of minimum daily demand is a reasonable performance
expectation. It is not clear that such an expectation exists, and it may not be
consistent with some state regulations (and certain states may have specific or
different timeframes that apply). Creating such a performance expectation will
have resource implications for EPA and DHS, who may be expected to find funds
to assist utilities achieve this level of performance. The concept of “minimum
daily demand” (average daily demand for lowest production month of the year)
assumes that the higher demands at other times of the year are due solely to
discretionary uses (e.g. lawn watering). Although this may be true in some
utilities, it is not universal. R8 speaks to “average amount of time” for using
stored water; the other resiliency questions address percent of utilities that can
accomplish a certain performance level. R10 requires clarity around whether the
plant is unable to deliver water or whether it is unable to treat it appropriately.
The question needs to clarify whether it is getting at the existence of redundant
plants or redundant pump capacity.

Measure for Equipment Resiliency: For critical parts/equipment, the longest lead time
for repair/replacement.

Questions: For critical parts/equipment (as defined in your Vulnerability Assessment)
what is your current longest lead-time for repair or replacement? How does this compare
with date X (e.g., what was longest lead-time for repair or replacement)?

Measure for Personnel Resiliency: Average number of excess (backup) response-
capable people available for critical operation and maintenance positions.

Questions: What is your current average number of response capable backup people for
critical operation and maintenance positions? What was it on date X?

Additional Workgroup Observations:

“Response-capable” means the person has the knowledge, experience, and
proficiency to perform the work immediately.

Need guidance to utilities on how to reflect their definition of “critical operation
and maintenance positions” to maintain reasonable reporting consistency (e.g.,
positions required to meet core mission capability such as water plant operators
and maintenance workers).
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o For question R11, the term “lead time” could be thought of differently by
different people. For question R12, there is a need to clarify whether the question
refers to the average number of back-up folks who are available at any given time
or the total number of response-capable people that exist within the organization.
(e.g., can a utility take into consideration parts/equipment [for R11] and people
[for R12] potentially available via WARN-type agreements). Finally, R12 will
need to explicitly take into account the need for individuals to hold appropriate
licenses to operate facilities.

R13. Measure for Treatment Resiliency: Where chemicals are necessary to meet the Safe
Drinking Water Act standards for acute contaminants (i.e., E.coli, fecal coliform, nitrate,
nitrite, total nitrate and nitrite, chlorine dioxide, turbidity - as referenced in the list of
situations requiring a Tier 1 Public Notification under 40 CFR 141.202), the average
number of days that utilities can deliver 100% of minimum daily demand treated to meet
this subset of SDWA standards without any additional chemical deliveries.

Questions: Where chemicals are necessary to meet Safe Drinking Water Act standards
for acute contaminants (i.e., E.coli, fecal coliform, nitrate, nitrite, total nitrate and nitrite,
chlorine dioxide, turbidity - as referenced in the list of situations requiring a Tier 1 Public
Notification under 40 CFR 141.202), what is the current number of days you can deliver
100% of the minimum daily demand treated to meet this subset of SDWA standards
without any additional chemical deliveries? What was it on date X?

Additional Workgroup Observations:
° Will need a refined list of which SDWA standards are based on “acute effects.”

o This question can imply that all PWS should stockpile critical chemicals for
extended periods of time, while not providing guidance for how long is
“reasonable” or what the performance expectation is to provide water that is safe
to drink. It will also be important to consider that a utility may be allowed to
operate under special conditions without these treatments being in operation (e.g.
under a boil order). The term “acute effects” needs to be distinguished from acute
contaminants. The former is possible for almost all contaminants at high levels
(i.e., multiples of the MCL/MRDL) the latter is typically used to describe a small
subset of contaminants that can cause adverse health effects at low levels over
short exposure periods (see Tier 1 Public Notification list for drinking water
utilities). The language here is limited to SDWA; a CWA dimension should be
considered.

R14. Measure for Overall Response and Recovery Capability. Percent of utilities with
increased capability to respond to real events and exercises consistent with their
emergency response, business continuity, or other appropriate response plans.
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Questions: How confident are you in your ability to respond to real events and exercises
consistent with your emergency response, business continuity, or other response plans?
(Measurement would be on a scale from very low to very high with an “I don’t know”
option.)

R15. Measure for Reduced Service Event Capability: Number/percent of utilities that have
a protocol and necessary equipment and infrastructure in place to ensure continued water
availability to critical customers during a reduced-service event.

Questions: To what extent have you set priorities and planned for a reduced service
event? (established protocol; equipment and infrastructure in place; plan in place,
protocol, equipment and infrastructure being developed; no formal plan) How has this
changed since date X?

Additional Workgroup Observations:

. This would involve establishing critical customer service delivery priorities and
associated strategies (e.g., backup equipment, alternative supply, etc.).

. “Critical customers” should be identified based on direct life safety, homeland
defense, and continuity of government considerations.

. Focus is on establishing a utility’s ability to curtail service for non-critical
customers to ensure critical care facilities (e.g., hospitals) and military\national
guard facilities have sufficient water quality and supply to remain functional
during and immediately after an emergency.

J For R14, it is not clear in relation to what basis “Increased capability” is being
compared. For R15, the reduced service event protocol does not appear to cover
the provision of bottled water to residential customers. If this is the case, the
critical customers (hospitals, nursing homes) may be inundated with additional
people as many elderly and ill residents may not be able to obtain their own water
supply. Overall, R14 seems like a very subjective question (how confident are

you).
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ATTACHMENT 5: DRAFT SMALL SYSTEM METRIC
CROSSWALK

The following table presents a crosswalk of the 16 utility activity-based measures identified by
the CIPAC Metrics Workgroup with the structure included in the tool that has been used by
many small utilities to conduct security self-assessments and develop emergency response plans.
The crosswalk is intended to highlight commonalities between the two question sets and to
enhance small systems’ abilities to respond to and have confidence in the data gathering process.
Possible additional questions that could be added to this tool were identified in the crosswalk to
more fully flesh out specifics on certain measures.

Utility Measures

SSP Goal 1

Small Utility Goal

Possible Questions

Ul. Number and percentage of utilities
that have integrated security into
budgeting, training, and manpower
responsibilities.

Ul. V4 — Sec Assessment
#34

VA Report — Security needs
and costs Appendix C

U2. Number and percentage of utilities
that incorporate security into planning
and design protocols.

U2. VA — Sec Assessment
#14

U3. Number and percentage of utilities
that routinely conduct supplemental
monitoring or more in-depth analysis
beyond what is required to identify
abnormal water quality conditions.

U3. VA — Sec Assessment
#23

U4. Number and percentage of utilities
that have established connections with
public health networks to detect and
interpret public health anomalies for the
purposes of identifying waterborne
public health impacts.

U4. VA — Sec Assessment
#43
ERP - Coordination

US. Number and percentage of utilities
that monitor and evaluate customer
complaints for possible indications of
water quality or other security threats.

US. VA — Sec Assessment
#41 and #45

U6. Number and percentage of utilities
that have established protocols (i.e.,
consequence management plans) for
interpreting and responding to
indications of water quality anomalies.

U6. VA — Sec Assessment
#41, #43, and #44

ERP — LEPC and
Coordination
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SSP Goal 2

Small Utility Goal

Possible Questions

U7. Number and percentage of utilities
that annually review and periodically
update vulnerability assessments (VAs).

U7. ERP — System
Identification

U7. Do you review
and update your VA
and ERP regularly?
Or refer to Ul.

U8. Number and percentage of utilities
that receive screened and validated
timely (e.g. in time to inform decisions
or take actions) threat information from
one or more trusted sources such as
WaterISAC, the FBI, local police, or
DHS.

US8. VA — Sec Assessment
#2 and #8

ERP - Coordination - FBI
and local police

U8. Do you receive
security updates
from ISAC, water
associations, or
other real time
security information
networks?

U9. Number and percentage of utilities
that have a plan in place to increase
utility security in response to a threat.

U9. VA — Supplemental
Documents (EPA —
Guarding against Terrorist
and Security Threats)

SSP Goal 3

Small Utility Goal

Possible Questions

U10. Number and percentage of utilities
that have a written business continuity
plans.

U10. ERP — Completed

U11. Number and percentage of utilities
that:

e Have an emergency response plan
(ERP)

e Conduct training on their ERP
e Carry out exercises on their ERP

e Review and update their ERP on a
periodic basis

Ul1l. ERP — Coordination
and System Specific
Information

Ul1. Do you
exercise your ERP
or practice using the
potential threat
scenarios unique to
your community?

U12. Number and percentage of
utilities that have adopted NIMS.

Ul2. SEMS NIMS
Implementation module
approved by DHS NIMS
Integration Center —
Completed

U13. Number and percentage of
utilities that are signatories, or are in the
process of becoming signatories, to
written agreements for requesting aid or
assistance, such as a mutual aid and
assistance agreement or WARN
membership.

U13. ERP — Notification
Information and Alternative
Water/Wastewater Source

U13. Have you
been notified about
the water utility
mutual aid networks
in your state?
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U14. Number and percentage of utilities
that have responded to an emergency
request to provide mutual aid and
assistance.

U14.

U14. Have you
responded to an
emergency request
from another utility?

SSP Goal 4

Small Utility Goal

Possible Questions

U15. Number and percentage of utilities
that have plans to handle
communications during a crisis.

U15. VA — Security
Assessment #44 and #45
ERP — Coordination (Public
Notification plan) and
Communication and
Notification

U16. Number and percentage of utilities
that engage in networking activities
regarding emergency preparedness and
collaborative response in the event of an
incident.

U16. ERP — Coordination
and Alternative
Water/Wastewater Source

Have you been
notified about the
water utility mutual
aid networks in your
state?
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